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Millimeter-wave (mmWave) radar-based respiratory sensing has attracted increasing attention due to its contactless, unob-
trusive nature and high sensitivity to micro-motions. However, mmWave radar signals inevitably encode identity-sensitive
information beyond respiration, raising serious privacy concerns. Existing privacy protection strategies are often coarse-
grained or indiscriminately applied, leading to substantial degradation in respiratory sensing performance. To address these
issues, we propose P2CRM, an identity-preserving mmWave radar-based contactless respiratory sensing system that explicitly
balances sensing performance and identity protection. Specifically, by disentangling respiration rhythm from rhythm-irrelevant
components, we design a Wavelet Packet Decomposition-based Semantic Decoupling (WSD) method to transform radar
signals into a structured semantic representation. Building on this representation, a Key-Controlled Semantic Mixing (KCSM)
mechanism is introduced to selectively perturb rhythm-irrelevant semantics to suppress identity cues while preserving
respiration-critical information. While such semantic-level perturbation reduces identity leakage, it inevitably introduces
distortions that impair respiratory sensing accuracy. To compensate for this perturbation-induced degradation, we further
propose a Cross-Security Respiratory Knowledge Transfer (CRKT) network that transfers respiration-relevant knowledge from
semantically rich signals to their perturbed representations, enabling accurate respiratory sensing directly from perturbed sig-
nals. Extensive experiments show that P2CRM reduces identity recognition accuracy from 83.38% to 28.47%, while maintaining
a respiratory sensing MAE of 1.08 bpm. These results demonstrate that P2CRM achieves a favorable balance between reduced

*Corresponding author. E-mail: hjy@hfut.edu.cn.

Authors’ Contact Information: Xin-Yu Li, xinyuli@mail hfut.edu.cn, Hefei University of Technology, Hefei, Anhui, China; Jinyang Huang,
hjy@hfut.edu.cn, Hefei University of Technology, Hefei, Anhui, China; Meng Wang, mengw512@mail hfut.edu.cn, Hefei University of
Technology, Hefei, Anhui, China; Peng Zhao, ZhaoPengWork@mail hfut.edu.cn, Hefei University of Technology, Hefei, Anhui, China; Feng-Qi
Cui, fengqi_cui@mail.ustc.edu.cn, University of Science and Technology of China, Hefei, Anhui, China; Yuanhao Feng, fengyuanhao@uec.ac.jp,
The University of Electro-Communications, Tokyo, Japan; Zheng Gong, gongzheng@tju.edu.cn, Tianjin University, Tianjin, China; Feiyu
Han, fyhan@nuist.edu.cn, Nanjing University of Information Science and Technology, Nanjing, China; Fusang Zhang, Beihang University,
Beijing and Key Laboratory of Space-Air-Ground Integrated Network Security, Ministry of Industry and Information Technology and Inspur
Computer Technology Co., Ltd, China, zhangfusang@buaa.edu.cn.

Permission to make digital or hard copies of all or part of this work for personal or classroom use is granted without fee provided that
copies are not made or distributed for profit or commercial advantage and that copies bear this notice and the full citation on the first page.
Copyrights for components of this work owned by others than the author(s) must be honored. Abstracting with credit is permitted. To copy
otherwise, or republish, to post on servers or to redistribute to lists, requires prior specific permission and/or a fee. Request permissions from
permissions@acm.org.

© 2026 Copyright held by the owner/author(s). Publication rights licensed to ACM.

ACM 2476-1249/2026/8-ART111

https://doi.org/XXXXXXX XXXXXXX

Proc. ACM Meas. Anal. Comput. Syst., Vol. 37, No. 4, Article 111. Publication date: August 2026.


https://orcid.org/0009-0002-6367-7329
https://orcid.org/0000-0001-5483-2812
https://orcid.org/0000-0001-9007-2670
https://orcid.org/0000-0002-6026-5743
https://orcid.org/0000-0002-0454-940X
https://orcid.org/0000-0003-3969-9472
https://orcid.org/0000-0002-2263-8297
https://orcid.org/0000-0002-7555-1232
https://orcid.org/0000-0002-2529-8021
https://orcid.org/0009-0002-6367-7329
https://orcid.org/0000-0001-5483-2812
https://orcid.org/0000-0001-9007-2670
https://orcid.org/0000-0002-6026-5743
https://orcid.org/0000-0002-0454-940X
https://orcid.org/0000-0002-0454-940X
https://orcid.org/0000-0003-3969-9472
https://orcid.org/0000-0002-2263-8297
https://orcid.org/0000-0002-7555-1232
https://orcid.org/0000-0002-7555-1232
https://orcid.org/0000-0002-2529-8021
https://doi.org/XXXXXXX.XXXXXXX

111:2 « Lietal

identity leakage while preserving respiratory sensing performance, enabling trustworthy and identity-preserving contactless
respiratory monitoring. Our code is available at: https://github.com/xiaozhu990724-Ixy/Trusted-BR-monitoring-P2CRM-.
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1 Introduction

Millimeter-wave (mmWave) radar has gained increasing attention for respiratory sensing due to its contactless,
user-friendly, and high sensitivity to micro-motions [6, 7, 28, 33, 60]. By capturing the subtle chest wall movements
caused by respiration, mmWave radar enables the extraction of respiratory biosignals. This approach has achieved
notable progress in various respiratory monitoring applications, including respiratory rate estimation [6, 33],
sleep apnea monitoring [47], and pulmonary function assessment [14, 55].
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Fig. 1. Overview of mmWave radar-based respiratory monitoring. mmWave radar enables contactless, user-friendly, and
long-term respiratory monitoring, supporting applications such as respiratory rate estimation, sleep apnea detection, and
pulmonary function assessment. However, radar signals inherently encode fine-grained individual-specific information,
thereby raising concerns about potential identity leakage.

Although mmWave radar enables high-accuracy respiratory sensing, the captured signals inevitably encode
identity-sensitive information [21] that can be exploited for identity inference [5, 12, 26, 27, 30, 34, 36, 52, 59, 61],
as shown in Fig. 1. Whether raw radar signals are temporarily stored on the device for window-based processing,
uploaded to the cloud for advanced analytics, or released as public datasets for respiratory sensing research,
they remain vulnerable to unauthorized access or leakage [3, 35]. This raises critical privacy concerns, as such
exposure could lead to unintended identity disclosure. Although several existing studies have explored privacy-
preserving techniques for radar-based sensing [29, 31], they typically adopt coarse-grained or indiscriminate
protection strategies, which inevitably disrupt sensing-related semantics and consequently degrade sensing
performance [1, 50]. Therefore, it is necessary to develop an identity-preserving mechanism that selectively
suppresses identity-sensitive information while preserving sensing-critical semantics.

However, achieving effective identity protection without compromising sensing performance presents sig-
nificant challenges. Firstly, disentangling sensing-critical features and identity-related features is inherently
difficult due to the strong coupling between these components. Secondly, the identity-oriented perturbation
mechanism must be carefully designed to preserve the integrity of the sensing-critical semantics while suppress-
ing identity-relevant information. Finally, due to the inevitable temporal and spectral distortions introduced by
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the perturbation process, accurately extracting respiratory features from identity-preserved signals remains a
significant challenge.

Our insight stems from the intrinsic priors in the signal structure, which consists of multiple components
encoding distinct semantic meanings. First, mmWave radar signals inherently comprise both respiration-related
and non-respiratory components during respiratory sensing. Within the respiration-related component, the
signal can be further decomposed into two distinct aspects: the respiratory rhythm and the respiratory pattern.
Specifically, the rhythm reflects the frequency and temporal periodicity of respiration, while the pattern exhibits
individual-specific morphological characteristics and fine-grained waveform structures. These pattern-level
variations can therefore be exploited as cues for identity recognition [5, 12, 26, 27, 30, 36, 52]. Second, although
the rhythm is coupled with other signal components, they capture different aspects of the underlying signal
content. This distinction motivates separating the rhythm from rhythm-irrelevant components and selectively
perturbing the latter. When this separation is sufficiently accurate, identity-related cues can be anonymized while
preserving the rhythm information required for respiratory sensing.

Building upon these foundational insights, we propose P2CRM, an identity-preserving system for non-contact
respiratory sensing. Specifically, P2CRM integrates three key components: signal disentanglement, semantic
perturbation, and robust respiratory sensing under identity constraints, to achieve both identity protection
and efficient respiratory sensing. At the signal level, a Wavelet Packet Decomposition (WPD)-based semantic
decoupling (WSD) is applied to transform raw radar measurements into a structured representation. Specifically,
the signal is first decomposed into the respiratory-relevant signal, low-frequency drift, and high-frequency
noise, and the respiratory-relevant signal is subsequently decomposed into a rhythm component and a pattern
component. Building upon these decoupled semantic representations, a Key-controlled Semantic Mixing Scheme
(KCSM) is introduced to enable selective identity perturbation in the semantic space. Specifically, it performs
component-wise semantic perturbation with scheduled perturbation strength applied to rhythm-irrelevant
components, to preserve respiratory sensing utility while suppressing identity-related cues beyond rhythm
semantics. Although the respiration-dominant rhythm component is preserved, the perturbation process inevitably
introduces temporal distortions and spectral irregularities across semantic components, which undermine the
assumptions of conventional signal processing methods for respiratory rate estimation. To compensate for
semantic distortions introduced by perturbation, a Cross-security Respiratory Knowledge Transfer (CRKT)
strategy based on a teacher-student paradigm is employed. Specifically, a teacher model is trained on semantically
rich signals to learn robust respiratory representations, and the learned knowledge is transferred to guide the
student model to estimate respiratory rate directly from identity-preserved signals.

We implement P2CRM on a commercial mmWave radar (TT AWR 1843 BOOST) and evaluate it on a dataset
of 20 subjects, including 9 males and 11 females. Experimental results demonstrate that P2CRM substantially
reduces identity-recognition accuracy while maintaining accurate respiratory-rate estimation. Furthermore,
experiments across a wide range of conditions (e.g., sensing distances, respiratory states, body postures, body
types, orientation angles, sample durations, environments, health conditions, and age groups, etc.) demonstrate
the robustness of the proposed system. Our major contributions can be summarized as follows:

e We propose P2CRM, a novel identity-preserving contactless respiratory sensing system based on commercial
mmWave radar, which achieves a favorable balance between effective identity protection and accurate,
robust respiratory monitoring.

e We propose a series of techniques to address the challenges of identity-preserving respiratory sensing.
Specifically, we introduce a WPD-based Semantic Decoupling (WSD) method to decompose raw radar
signals into meaningful semantic components, a Key-controlled Semantic Mixing (KCSM) mechanism to
selectively perturb respiration rhythm-irrelevant components, and a Cross-security Respiratory Knowledge
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Fig. 2. Comparison of respiratory patterns. Respiratory patterns exhibit pronounced inter-subject variability, whereas those
of the same subject recorded across different sessions remain highly consistent.

Transfer (CRKT) network to transfer respiration-dominant knowledge from semantically rich signals to
identity-preserved signals, thereby enabling robust respiratory sensing under privacy constraints.

o Extensive experimental results demonstrate that the proposed system achieves remarkable performance in
both identity protection and respiratory sensing, attaining a mean absolute error (MAE) of 1.08 bpm and a
standard deviation (STD) of 0.31 bpm for respiratory sensing, while reducing identity recognition accuracy
from 83.38% to 28.47%, indicating its potential for secure and accurate long-term health monitoring in
real-world environments.

2 Preliminaries
2.1 mmWave Sensing

The mmWave radar works by transmitting frequency-modulated continuous waves (FMCW), i.e., chirps, and
detecting the reflections from surrounding objects. When the transmitted signals interact with the objects, they
are reflected back to the radar, and the system measures the time delay of these reflections. The received signals
are mixed with transmitted signals to obtain intermediate frequency (IF) signal Xjr in the equation [19]:

Xip (i, 1) ~ aj exp[—jdm(fe + Bt/Te)d(1) /c], (1)
where i represents the i-th reflection path channel. a; corresponds to the complex path loss associated with the
i-th channel. f; indicates the initial frequency of the chirp. c is the speed of light, and B is the bandwidth of
sweeping frequency. T, refers to the duration of the chirp. d(t) represents the distance from the detected object
to the mmWave radar. By performing a Range-FFT operation [24] on the IF signals, the frequency and phase of
these IF signals can be extracted:

f=2Bd(t)/(cT.), §(t) = 4md(t)/(c/ fe)- ()

Based on the above equations, the IF signal allows for object localization with a resolution of 5%. In addition, it

is capable of detecting micrometer-scale changes in distance via the phase ¢(t) [24], which can be applied to

monitor subtle chest-wall movements induced by respiration. We use the complex-valued representations of
mmWave Range-FFT results to preserve information from both amplitude and phase aspects [19].

2.2 Privacy in mmWave Respiratory Sensing

Respiratory signals captured by mmWave radar encode rich physiological information manifested through
structured temporal dynamics and diverse morphological patterns [5, 26], such as breathing cycle duration,
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Fig. 3. Overview of P2CRM. The radar signals are semantically decoupled, selectively protected, and exploited for robust
respiratory sensing under identity constraints.

inhalation-exhalation asymmetry, amplitude modulation, waveform shape variation, etc. These signal charac-
teristics arise from the combined influence of anatomical factors (e.g., thoracic structure, lung capacity, etc.),
neuromuscular control mechanisms, and habitual breathing behaviors [4]. Prior studies have shown that these
characteristics often exhibit pronounced subject-specific traits, making them exploitable for identity recognition
and biometric inference [5, 12, 23, 26, 30, 36, 52, 59, 61]. As shown in Fig. 2, substantial inter-subject variability
can be observed in respiratory waveforms, while recordings from the same individual across different sessions
remain highly consistent. This pronounced inter-subject distinctiveness and intra-subject stability indicate that
respiratory signals inherently carry identifiable biometric signatures, posing potential privacy risks when utilized
without adequate protection.

3 System Overview

P2CRM is an identity-preserving contactless respiratory sensing system based on mmWave radar. As shown
in Fig. 3, P2CRM first collects mmWave reflections from the subject’s chest region and performs Range-FFT
demodulation to obtain slow-time signals. The extracted signals are then fed to the three core components
of P2CRM: the WPD-based Semantic Decoupling (WSD) method, Key-Controlled Semantic Mixing (KCSM)
mechanism, and Cross-Security Respiratory Knowledge Transfer (CRKT) network.

The WSD aims to transform the demodulated phase signals into a semantically structured representation.
By employing a WPD [20], the phase signals are decomposed into a set of uniformly partitioned subbands,
which are then flexibly regrouped according to their physiological relevance to isolate respiration-dominant
components from ultra-low-frequency drift and high-frequency residuals. Within the respiration-dominant
band, an intra-band semantic decoupling strategy is further employed to explicitly separate respiration rhythm
information and respiratory pattern information.

The KCSM is a lightweight yet effective identity-preserving mechanism designed to enable selective semantic
protection. By applying key-controlled perturbations with component-wise strength scheduling directly in the
semantic token space, KCSM selectively suppresses sensitive identity-related information, while preserving the
respiration rhythm semantics that are critical for reliable respiratory sensing.

The CRKT is designed to enable robust respiratory sensing under identity-preserving constraints by transferring
respiration-relevant semantics across security domains. Instead of directly training a model solely on identity-
preserved signals, CRKT adopts a teacher-student paradigm [49], where respiration-dominant knowledge learned
from semantically rich representations is used to guide the learning process on identity-preserved representations.
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Fig. 4. Data collection process. (a). Transmission and reflection signals from the target; (b). The IF signals; (c). Targeted range
bin localization; (d). Phase signal.

This cross-security knowledge transfer enables the student model to capture effective respiratory semantics from
identity-preserved representations.

4  System Design
4.1 Data Collection

During data collection, we employ a commercial mmWave radar to transmit FMCW chirps (Fig. 4a) and obtain
the corresponding IF signals (Fig. 4b). To extract range information from the IF signals, we apply a Range-FFT
along the fast-time dimension, which transforms the signals into the range domain [19]. Subsequently, we adopt
a Constant False Alarm Rate (CFAR) detection algorithm [37] to identify candidate regions associated with the
human chest and then select the range bin with the largest reflection energy (Fig. 4c).

It is worth noting that the phase of the signal is highly sensitive to subtle movements, thereby offering higher
precision and reliability in detecting fine-grained human body motions [15]. Therefore, we explicitly extract
and process the phase information from the signals of the targeted range bin to enhance the sensitivity to
respiration-induced micro-movements, as illustrated in Fig. 4d.

4.2 WPD-based Semantic Decoupling (WSD) Architecture

The phase signal extracted from mmWave radar data is a composite observation that integrates multiple hetero-
geneous components with distinct physical origins and semantic meanings. Directly applying coarse-grained or
indiscriminate perturbation to such composite signals can inevitably distort sensing-relevant semantics, thereby
severely degrading respiratory sensing performance.

In this section, we propose the WSD to enable multi-resolution decomposition of signals, thereby disentangling
sensing-relevant semantics from heterogeneous signal components. Instead of conventional wavelet transforms
or Fourier-based filtering that typically adopt fixed or predefined frequency partitions, we leverage WPD [20] to
achieve uniform and fine-grained frequency decomposition, as illustrated in Fig. 5. This design enables flexible
semantic decoupling and regrouping of subbands according to their semantic relevance.

4.2.1 Semantic Band Decoupling and Regrouping. To transform the composite signal into a form amenable to
semantic manipulation, we first perform a multi-resolution decomposition using WPD [20]. Unlike fixed band-
pass filtering, which imposes rigid frequency boundaries and is sensitive to non-stationarity, WPD recursively
decomposes phase signal X (t) into a complete binary tree of subband signals, thereby providing a uniform and
fine-grained partition:

2k—1 21
X(8)= 3 Xin(t) = Y0 > ecrn(k)rnk(t), 3)
n=0 n=0 k
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Fig. 5. Semantic decoupling architecture.

where X| ,(t) denotes the reconstructed subband signal at the n-th node of the L-level wavelet packet tree, ¢y , (k)
represents the wavelet packet coefficients, and  ,, « () denotes the corresponding wavelet packet basis functions.
In our implementation, we use the Daubechies 4 (db4) wavelet family and set the decomposition depth to L = 5.

Guided by the frequency characteristics exposed through WPD decomposition, the decomposed subbands are
reorganized into three semantically interpretable components:

Xu(t) = Z Xen(t),  Xpi(1) = Z Xen(t),  Xpo(2) = Z Xpn(t), (4)
neSy neSp; neSp,
where Xy (t) denotes the respiration-dominant component corresponding to the respiratory frequency range,
Xp1 () captures ultra-low-frequency variations such as baseline drift, and Xp,(t) aggregates higher-frequency
residual components arising from non-respiratory signal variations and noise. The sets Sy, Sp; and Sp; denote
the wavelet packet node indices assigned to each semantic band, respectively.

4.2.2  Intra-band Respiratory Semantic Decoupling. To enable finer-grained semantic separation within X7 (¢), we
introduce an intra-band respiratory semantic decoupling mechanism to distinguish respiratory rhythm semantics
from identity-sensitive respiratory pattern components. This is motivated by the fact that respiratory signals
inherently comprise both respiratory rhythm information and cycle-level structural patterns, the latter of which
demonstrate strong subject dependency [5, 12, 26, 27, 30, 36, 52].

Formally, Xy (t) is modeled as the superposition of two latent semantic components:

Xu(t) = Up(t) VU, (1), ©)

where U, (t) denotes the rhythm-dominant component encoding respiratory frequency information, and U, (t)
represents the pattern-dominant component associated with waveform morphology and individual-specific
variations. .

Given the respiration-dominant signal Xy (), we first obtain a window-level respiratory frequency estimate f;,
using a spectral peak-based method. Based on ﬁ,, we construct a target frequency set consisting of the fundamental
frequency and its harmonics:

F = {for 2fp - ... kfo} N [0.1,1.0], (6)
where k denotes the number of harmonics considered, and the frequency range [0.1, 1.0] Hz corresponds to the
physiologically plausible band for respiratory-related components.
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For each level-L wavelet packet node n contributing to Xy (t), with frequency support [ff . thn], we assign it
to the rhythm set Q, if its band overlaps with a tolerance neighborhood of any target respiratory frequency in 7

neQ, e 3IfeF ff <f+onfl >f-4 )

where § controls the allowable frequency deviation. All remaining subbands within the respiration-dominant
range are assigned to the pattern set Q,,.
The rhythm and pattern components are then reconstructed as:

Up(t) = D" Xea(t),  Up(t) = D Xeald), (®)

neQ, neQ,

where X1, ,(t) denotes the reconstructed time-domain signal corresponding to node n at decomposition depth L.

4.2.3 Semantic-driven Respiratory Reorganization. Based on the intra-band semantic decoupling described above,
the respiration-dominant signal is represented by two explicitly disentangled components, denoted as U, (¢) and
Uy (t), which correspond to respiratory rhythm and respiratory pattern information, respectively. As shown
in Fig. 6, together with other components {Xp;, Xp, }, the radar signal can be reformulated into a semantically
structured representation as:

s(t) = [Up (1), Up (1), Xp1, Xp2] ™. ©9)

4.3 Key-controlled Semantic Mixing (KCSM) Scheme

Building upon the semantic decoupling and reorganization described in Section 4.2, the radar signal is reformulated
as a set of explicitly disentangled semantic components, including respiratory rhythm, respiratory pattern, and
non-respiratory residuals.

To reduce identity leakage while preserving respiratory sensing utility, we introduce a KCSM scheme that
operates directly in the semantic space. Rather than discarding semantic components, KCSM retains the complete
semantic structure during perturbation. In contrast to conventional signal-level perturbation strategies, which
indiscriminately perturb all signal components and inevitably impair task-relevant information, KCSM leverages
the functional roles of decoupled semantic components and performs selective, key-driven perturbations, as shown
in Fig. 7. Specifically, the rhythm-related component, which is essential for reliable respiratory rate estimation, is
explicitly preserved, whereas components encoding respiratory pattern and non-respiratory interference are
mixed in a key-dependent manner to suppress their separability and identity-related cues.
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Given the semantic vector s(t), a key-dependent semantic mixing matrix M(K) is generated from a secret key

K:
M(K) € R¥4, (10)

where M(K) defines a linear transformation operating in the semantic space and remains fixed for a given key
within each monitoring session.

To explicitly preserve respiration rhythm information while suppressing identity-sensitive semantics, M(K)
is designed as a structure-constrained mixing matrix that selectively operates on non-rhythm components.
Specifically, the released semantic representation is obtained as:

1 0

5(1) = M(Os(1), M<v<>=[0 Mmm]’ 1y

the first dimension corresponds to the respiration rhythm component U, () and is preserved through an identity
mapping, while M (K) € R**® performs key-controlled mixing over the remaining non-rhythm semantic
components, including respiration morphology and non-respiratory residuals.

To ensure numerical stability and controlled semantic contribution, the non-rhythm mixing matrix is further
factorized as:

Mnr((]() = Q((}()Dnr’ (12)

where Q(%) is a key-driven random orthogonal matrix, ensuring energy preservation and preventing numerical
amplification during semantic mixing. The diagonal matrix Dy, is a semantic weighting matrix defined as:

Dy = diag{Yp’Yl,YZ}’ (13)

where y, controls the weighting of the respiration pattern component U, (¢), and y; and y; scale the low-frequency
drift and high-frequency residual components, respectively. In our experiments, the baseline values are set to
Yp = 0.35,y1 = 0.7, and y, = 0.7 to achieve a balanced trade-off between identity protection and respiratory
sensing utility.

Proc. ACM Meas. Anal. Comput. Syst., Vol. 37, No. 4, Article 111. Publication date: August 2026.



111:10 « Lietal

Shared Qackbone ; [B.1. 7] 116 32
i Frequency-Gated Additive Shortcuts
H Features ~0 o
. 0!
Pre-Perturbation Signal o 32 ( ( ( e))” ( e)) 64
Rich Semantics Crosi—Security L
Knowlefige Transfer
Features O, €------ ! /| 64 3 S e 128 J Y
/
O g . i H
. Shared Backbone 9 §- € 128 256 g
AT [\j\ g &
N \/ l\, y \I/ i/ Predlctmn Ground- = ‘ ‘. =
V
Perturbed Signal [ 256 256 256
Privacy-Protected - ’
Cross-Security Respiratory Knowledge Transfer Scheme Shared Backbone
Frequency-Gated Additive Shortcuts m) Transformer Layer ‘ Down-Conv t Up-Conv Conv Pool, MLP

Fig. 8. Framework of cross-security knowledge transfer.

Finally, the mixed semantic representation is mapped back to a public time-domain signal through a fixed
linear projection:

x(t) =w's(t), (14)
where w is a normalized weighting vector used to aggregate the released semantic components into a single
observable signal.

Specifically, the secret key is generated and stored exclusively on the local radar device and is not transmitted
to any third party. We assume that the perturbation construction is publicly known. The adversary may observe
the released perturbed radar signals but does not possess the corresponding session key. A new independent key
is generated for each monitoring session, avoiding key reuse and limiting the impact of key compromise to that
session. Our security goal is empirical identity obfuscation rather than a formal cryptographic privacy guarantee.

4.4 Cross-security Respiratory Knowledge Transfer (CRKT) Scheme

It is worth noting that, although the rhythm-dominant component is preserved, the perturbation process inevitably
introduces temporal distortions and spectral irregularities across semantic components, thereby undermining the
assumptions of conventional signal processing methods for respiratory rate estimation.

To address this issue, we propose the CRKT, as illustrated in Fig. 8, which adopts a teacher—student learning
paradigm [49] to transfer respiration-dominant knowledge from pre-perturbation radar representations to their
perturbed radar representations. During the training stage, a teacher network is first trained on semantically
rich pre-perturbation radar signals to learn a robust and discriminative respiratory representation. Knowledge
extracted from its intermediate feature layers is then transferred to the student network through a cross-security
distillation constraint, thereby regularizing the student to capture respiratory rate—invariant characteristics
under perturbation-induced distortions. During the inference stage, the student model operates exclusively on
perturbed radar signals, without access to the teacher network or any pre-perturbation information.

4.4.1 Shared Backbone. The CRKT is built upon a shared temporal backbone that is instantiated by both the
teacher and the student networks. The backbone consists of two key components: a multi-resolution UNet-based
time feature extractor for capturing respiration dynamics across different time scales, and a frequency-gated addi-
tive shortcut module that selectively propagates respiration-dominant information while suppressing perturbation-
sensitive signal variations.

Multi-Resolution UNet-based Temporal Feature Extractor. To extract reliable respiratory rhythm infor-
mation from radar signals under identity-preserving perturbation, we formulate perturbed respiratory sensing as
a temporal regression task, in which the objective is to infer respiratory rate directly from radar-derived time
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sequences. It is worth noting that a robust temporal mapping should remain consistent across multiple time
resolutions, as respiratory motion remains inherently periodic and manifests across different temporal scales.

Motivated by this temporal consistency requirement, we design a multi-resolution temporal feature extractor
that explicitly captures respiratory dynamics across different time scales. To aggregate features from multi-
resolution layers, we leverage a UNet architecture [39] with frequency-gated additive shortcuts to selectively
propagate respiration-dominant information across scales while suppressing perturbation-sensitive distortions
from the same resolution. As illustrated in Fig. 8, the encoder progressively encodes the input radar sequence
using convolution operations with 5 blocks corresponding to different time resolutions. Each layer encodes the
mmWave signals and downsamples them for the subsequent layer using convolutional kernels with a stride of
S = 2. The final layer, with the largest receptive field, is further enhanced with Transformer layers [45] to leverage
their superior capability in modeling time series relationships [19]. The decoder mirrors the encoder structure
by progressively upsampling the downsampled embeddings from lower-resolution layers using transposed
convolution kernels and combining them with the passed representations from the encoder at the same layer.

Frequency-Gated Additive Shortcuts. In the feature extractor, shortcut connections between the encoder
and decoder play a critical role in concatenating feature maps to mitigate information loss across different time
scales. Unlike typical UNet architectures that both the input and the output share the same dimension [39], the
shortcuts in our feature extractor are designed to selectively transmit respiration-relevant information while
suppressing residual non-respiratory components that may persist after identity-preserving perturbation.

To this end, we introduce frequency-gated additive shortcuts to regulate shortcut information flow and ensure
effective cross-scale feature propagation. Specifically, given the encoder and decoder feature maps at the ¢-th
temporal resolution, denoted as E, € RE*Tr and D, € RE*T¢, respectively, where C; and T, represent the number
of feature channels and the temporal length at resolution level ¢. The gating vector is calculated as follows:

g, = o(MLP(Pool(E,)||Pool(Dy))), (15)

where Pool(-) denotes global temporal pooling that aggregates frequency-related responses over time, || represents
feature concatenation, and o (+) is the sigmoid activation. The resulting gating vector g, adaptively modulates the
shortcut information flow in a channel-wise manner. The gated shortcut is then incorporated using an additive
formulation:

D[ «— D[ + g[ © E[, (16)

where © denotes element-wise multiplication. This additive gating mechanism enables selective reinforcement of
respiration-dominant features while attenuating perturbation-sensitive residual components.

4.4.2 Teacher: The Pre-Perturbation Respiratory Model. The teacher model is designed to learn respiration-
dominant representations from pre-perturbation radar signals, where the respiratory information is fully preserved.
The teacher model adopts the shared backbone introduced in Section 4.4.1, without requiring any additional
modules.

Given a pre-perturbation radar signal x, the teacher network processes the input to produce a respiratory
rate estimate 7(*), along with an intermediate feature representation O, extracted from the bottleneck layer of
the shared backbone. This representation encodes global respiratory rhythm characteristics and serves as the
supervision source for subsequent cross-security knowledge transfer. To minimize the error of estimation results,
the teacher model is optimized using a regression loss that quantifies the discrepancy between the predicted
respiratory rate and the ground-truth label:

Lig P, r) =117 = rll} (17)

where r denotes the ground-truth respiratory rate.
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Table 1. Configuration of mmWave radar.

Parameters Values Parameters Values
Starting Frequency 77 GHz Bandwidth 4GHz
RX Gain 50dB Idle Time 10 us
Chirp Cycle Time 50 ps Chirps/Frame 128
Frame Periodicity 50 ms Samples/Chirp 256
ADC Sample Rate 8000K Frequency Slope 80 MHz/ s

4.4.3 Student: The Perturbed Respiratory Model. The student model is responsible for estimating respiratory rate
directly from perturbed radar signals and adopts the same backbone architecture as the teacher model.

Specifically, the student takes a perturbed radar signal X = ¢(x) as input, where ¢(-) denotes the proposed
semantic decoupling and targeted perturbation process. During training, the student model is optimized under a
cross-security knowledge transfer framework. For each paired sample (x, X), the student minimizes both the
respiratory-rate prediction error and the distance between the intermediate representations extracted by the
student and teacher models. The loss function £ for the student model is:

Lkp(05,0;) = |05 — O[5,
L3579, r) = [[FS) = ||, (18)
L(#9.1,05,0,) = a Ly (), 1) + BLkp (05, Oy),
where O; and O; denote the intermediate representations extracted from the bottleneck layer of the student and

teacher models, respectively. @ and f are hyperparameters that balance the respiratory rate estimation accuracy
and the strength of cross-security knowledge transfer.

4.4.4  Identity Recognition. To evaluate identity leakage before and after perturbation, we adopt multiple represen-
tative network architectures, including the 1D-CNN [22], ResNet-18 [16], CNN-LSTM [46], and Transformer [13].
Specifically, the 1D-CNN consists of several convolutional blocks, each containing a convolutional layer, batch
normalization, and ReLU activation, to progressively extract features and capture identity-related representations.
ResNet-18 effectively mitigates the vanishing gradient problem in deep networks through skip connections,
enabling the extraction of richer high-level features. CNN-LSTM combines the local feature extraction capability
of CNN with the temporal modeling ability of LSTM to capture long-term dependencies in radar signals. The
Transformer uses a multi-head self-attention mechanism to model global relationships in the signal. All architec-
tures are adapted for radar time-series classification and are trained separately on raw and perturbed signals to
evaluate the identity leakage. Unless otherwise specified, the 1D-CNN is used as the default identity recognition
model.

5 Implementation

Sensing Platform. We implement P2CRM using a commercial off-the-shelf (COTS) mmWave radar, the TI
AWR 1843 BOOST [43], together with a TI DCA1000EVM data capture board [44] for acquiring raw radar data,
as illustrated in Fig. 9. The radar integrates three transmitting antennas and four receiving antennas, enabling
multi-channel acquisition of reflected signals from the subject’s chest region. The detailed radar configuration
parameters used throughout the experiments are summarized in Tab. 1.

Ground Truth Platform. The ground truth respiratory information for P2CRM is collected using a Bigrun
Team respiratory belt, which provides a continuous measurement of respiratory activity by sensing thoracic
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Fig. 9. Experimental setup for evaluating the proposed system.

expansion and contraction. The respiratory belt is worn around the subject’s chest and does not interfere
with the mmWave sensing process. The belt output data is recorded synchronously with the radar data via
software-controlled simultaneous triggering, and serves as the reference for respiration rhythm evaluation.

Data Collection and Split. We collect a dataset to implement and evaluate P2CRM. We recruit 20 volunteers,
including 11 females and 9 males, with body weights ranging from 40 kg to 80 kg and ages between 18 and
60 years old. During the experiments, each participant sits on a chair in a relaxed posture and is instructed to
avoid any large movements to minimize motion interference. The mmWave radar is placed on a desk directly
in front of the participant, with the antenna oriented toward the chest to capture respiratory motion. For each
participant, approximately 30 minutes of radar and respiratory belt data are collected across different days and
at varying times. The data collection consists of five sessions: a 15-minute session of normal respiration at 0.5
m, followed by four 4-minute sessions covering deep respiration at 0.5 m, irregular respiration at 0.5 m, normal
respiration at 1.0 m, and normal respiration at 1.5 m, respectively. In our experiments, a sliding window (window
size equal to the sample duration, as specified in Sec. 6.4.7, with a stride of half the window size) is first applied to
each participant’s continuous radar signal to generate fixed-length samples. We then adopt a subject-dependent
temporal split for both identity recognition and respiratory-rate estimation. Specifically, for each subject, the
temporally ordered samples are divided into three partitions: the first 60% are used for training, the next 20%
for validation, and the final 20% for testing. The temporal split is performed before key-controlled semantic
mixing. For the identity-recognition evaluation, the training, validation, and testing partitions are perturbed
using independently generated keys, such that no key or corresponding orthogonal matrix used for the test
samples appears in the training set.

Training Settings. The shared temporal backbone is built upon a 5-layer multi-resolution 1D U-Net. We train
the models using the Adam optimizer with a learning rate of 1e”* and a batch size of 32. The first convolutional
layer takes 1 input channel, produces 16 output channels, and uses a kernel size of 5. All other convolutional
layers also adopt a kernel size of 5. The output channel dimensions of the UNet-convolution kernels, down-conv,
and frequency-gated additive modules in the encoder are 16, 32, 64, and 128, respectively. The final encoder
stage outputs 256 channels and is followed by 12 Transformer layers, each with 8 attention heads. The decoder
symmetrically employs UNet convolution and Up-conv layers with output channel counts of 128, 64, 32, and 16,
respectively. All nonlinear activations are implemented as LeakyReLU with a negative slope of 0.3. For the loss
function, the weighting coefficients are empirically set to @ = 1.0, = 2.0.
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Table 2. Overall performance comparison with different baselines.

Method MAE (bpm) STD (bpm) IRAC (%)
Raw (Non-perturbed Upper Bound) 0.90 0.30 83.38
All-Perturb (Naive Full-Signal Perturbation) Disabled Disabled 8.21
MuFilter Disabled Disabled 10.37
Ours 1.08 0.31 28.47

6 Evaluation
6.1 Evaluation Metrics

Metrics for Respiratory Sensing. To evaluate the performance of respiratory sensing, we adopt two
commonly used error-based metrics, the Mean Absolute Error (MAE) and the Standard Deviation of the estimation
error (STD), to jointly assess the accuracy and stability of respiratory sensing. Specifically, MAE measures the
average deviation between the estimated respiratory rates and the corresponding ground-truth values, reflecting
the overall sensing accuracy, while STD quantifies the dispersion of the estimation errors across different samples,
indicating the robustness and consistency of the sensing performance. All metrics are measured in beats per
minute (bpm).

o MAE: Measures the average magnitude of the estimation error, MAE = } ZLI Ej -b j‘.

Ej - bj‘ - /1)2.

where Ej denotes the estimated respiratory rate of the j-th sample, b; is the corresponding ground-truth value, J
represents the total number of samples, and y denotes the MAE.

Metrics for Identity Recognition. Identity recognition is formulated as a multi-class classification task, and
identity recognition accuracy (IRAC) measures how accurately the evaluated classifier infers subject identities
from radar signals. A lower IRAC indicates that fewer identity-related cues are extracted by the evaluated
classifier.

o STD: Reflects the stability and dispersion of the absolute estimation errors, STD = \/ } ZLI (

o IRAC: Measures identity recognition accuracy, IRAC = } 2{:1 I(¢ =cp).

where ¢; and ¢; denote the true label and the predicted label of the i-th sample, respectively, and I(-) is the
indicator function.

To comprehensively evaluate the performance of our work, we report 95% confidence intervals (CIs) for both
MAE and IRAC. Overall, an effective identity-preserving respiratory monitoring system is expected to achieve low
MAE and STD for respiratory rate estimation, while simultaneously yielding a low IRAC for identity recognition,
thereby balancing sensing utility and identity protection.

6.2 Overall Performance

We evaluate the proposed system against three baselines: raw data (no encryption, serving as the utility upper
bound), a naive full-signal perturbation strategy (uniformly perturbing the entire radar signal without semantic
awareness), and MuFilter [31], a state-of-the-art privacy-preserving scheme that adds random inter-frame phase
fluctuation to vital signs. The raw data-based model performs direct respiratory rate extraction and identity
recognition on unmodified radar signals and serves as a reference upper bound due to its access to complete,
unperturbed information. As shown in Table. 2, our method achieves competitive respiratory sensing performance
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Fig. 10. Visualization of sensing performance and identity protection capability.

Table 3. Comparison of identity recognition performance.

IRAC based on perturbed data (%)

IRAC based on raw data (%)

Model
(95% CI) (95% CI)
1D CNN 28.47 (26.78, 30.05) 83.38 (81.98, 84.76)
ResNet-18 29.39 (27.82, 30.90) 89.91 (88.59, 91.25)
CNN-LSTM 29.62 (28.06, 31.07) 90.85 (89.53, 92.20)
Transformer 29.97 (28.47, 31.24) 93.31 (91.92, 94.63)

with an MAE of 1.08 bpm and an STD of 0.31 bpm, while reducing the IRAC to 28.47%. These results highlight
the model’s ability to selectively preserve respiratory rhythm information while perturbing identity-specific
fingerprints, striking a practical balance between utility and privacy. To provide a more intuitive visualization of
the privacy-utility trade-off, we present the results in Fig. 10a. Compared with Raw, our method demonstrates
competitive performance: the IRAC drops sharply from 83.38% to 28.47%, while the respiratory sensing error
increases only slightly (from 0.90 bpm to 1.08 bpm). A paired bootstrap test on the absolute errors of the same test
samples confirms that this increase in MAE is statistically significant (p < 0.01). In contrast, the naive full-signal
perturbation strategy and MuFilter yield lower IRAC values but at the cost of completely unusable respiratory
sensing.

6.2.1  Evaluation of Identity Recognition. To evaluate the identity protection capability of the proposed system, we
compare the identity recognition performance of multiple classifiers trained separately on raw and perturbed radar
signals. As shown in Table. 3, on raw signals, all models achieve accuracies above 80%. Notably, ResNet-18, CNN-
LSTM, and the Transformer achieve higher accuracies (89.91%, 90.85%, and 93.31%, respectively) than the 1D-CNN
(83.38%), confirming their superior ability to capture discriminative identity features when present. In contrast, on
perturbed signals, the 1D-CNN achieves an identity recognition accuracy of 28.47%, while ResNet-18, CNN-LSTM,
and the Transformer achieve 29.39%, 29.62%, and 29.97%, respectively. These accuracies are consistently low and
comparable across all architectures, despite their large differences in model capacity. For all identity-recognition
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Table 4. Comparison of respiratory sensing performance.

Configuration MAE (bpm) STD (bpm)
Traditional Signal Processing (FFT-based) Disabled Disabled
1D-CNN 3.54 (3.11, 3.97) 0.87
Transformer 2.91 (2.57, 3.21) 0.64
Ours (CRKT) 1.08 (0.94, 1.22) 0.31

Table 5. Validation of Semantic Decoupling.

Configuration IRAC(%)

(95% CI)
Original Respiratory Signal 81.95 (79.85, 84.15)
Pattern Component 74.58 (72.92, 76.30)
Rhythm Component 22.10 (20.55, 23.67)

models, the test samples are perturbed using keys that are not used to generate the training samples. Therefore,
the reported IRAC evaluates identity recognition under an unseen-key setting rather than a same-key train/test
setting. The consistently reduced recognition accuracy across different attacker architectures suggests that
key-controlled semantic mixing empirically suppresses identity-related cues. However, it does not eliminate
identity-related information. With 20 subjects, the chance-level IRAC is 5%, whereas the proposed method yields
an IRAC of 28.47%, approximately 5.7 times the chance level. This residual identity information may partly
arise from weak person-specific statistical tendencies retained in the deliberately preserved respiratory rhythm
component.

6.2.2  Evaluation of Sensing Performance. To evaluate the respiratory sensing performance of the proposed
framework on perturbed radar signals, we compare our CRKT framework against three representative methods:
a traditional signal processing approach (FFT) and two deep learning models (a compact 1D-CNN and a shallow
Transformer). As shown in Table. 4, our method achieves the lowest MAE (1.08 bpm) and STD (0.31 bpm),
indicating superior accuracy and stability in respiratory sensing under perturbed conditions. To provide a more
intuitive assessment of sensing performance, we further visualize the distribution of respiratory estimation errors,
as shown in Fig. 10b and Fig. 10c. Specifically, since the traditional signal processing method fails to support
reliable respiratory sensing under perturbation, it is excluded from the visualization for clarity. Compared with
the 1D-CNN and Transformer, the proposed method exhibits a clear shift toward lower error regions in the error
distributions, demonstrating its superior ability to capture respiration-related semantics from identity-preserved
signals. Compared with the Raw (non-perturbed) signal, our method exhibits a slight degradation in sensing
performance, which is expected due to the applied identity-preserving perturbation that inevitably introduces
some loss of signal fidelity. Nevertheless, the overall sensing error remains well controlled. This performance
advantage is primarily attributed to the proposed CRKT scheme. By distilling respiration-dominant knowledge
from the teacher network trained on semantically rich signals, the student model inherits strong respiration-
specific priors and is guided to focus on rhythm-relevant semantics that remain invariant under perturbation,
while suppressing sensitivity to perturbation-induced distortions.
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Fig. 11. Evaluation on demographic subgroups.

6.2.3  Verification of Semantic Decoupling Assumption. Additionally, to verify our premise that the respiratory
frequency band contains identity information and that such information is primarily encoded in the pattern
component, we conduct three supplementary experiments. As shown in Table. 5, the original respiratory signal
achieves 81.95% accuracy (slightly lower than the 83.38% on the full raw radar signal, due to minor identity cues
in non-respiratory components), the pattern component achieves 74.58%, and the rhythm component achieves
only 22.10%. These results demonstrate that identity cues are concentrated in the pattern component, while the
rhythm component retains less but non-negligible identity information.

In summary, our system demonstrates superior performance in achieving an effective identity—utility trade-off,
enabling accurate respiratory frequency estimation while substantially suppressing identity-related information
in mmWave signals.

6.3 Evaluation on Demographic Subgroups

To investigate the influence of demographic factors on performance, we provide detailed statistics on the age,
body types (body mass index, BMI), and health conditions of the participants, and report the respiratory sensing
performance for each subgroup. Specifically, for age grouping, we adopt the following intervals: < 21 (al, n = 3),
21-35 (a2, n = 11), 36-50 (a3, n = 4), and > 50 (a4, n = 2) years. For body type grouping, participants are classified
into four categories: underweight (t1, BMI < 18.5, n = 3), normal weight (t2, BMI 18.5-24, n = 12), overweight
(t3, BMI 24-27, n = 2), and obese (t4, BMI > 27, n = 3). For health conditions, participants are divided into two
groups: healthy individuals (n = 15) and those with mild respiratory conditions (controlled asthma or chronic
bronchitis, n = 5).

As shown in Fig. 11, we evaluate the model’s sensing performance within each age, body type, and health
condition subgroup. Apart from a slightly larger error for the >50 years group, the other age groups (<21, 21-35,
36—50) show consistently low sensing errors, indicating that the model exhibits strong robustness across different
age groups. For body type subgroups, a marginal increase in error is observed for obese participants, while under-
weight, normal, and overweight groups show consistently low sensing errors, indicating that even under different
chest wall motion amplitude and breathing mechanics induced by body type, the model maintains stable sensing
performance. For health conditions, healthy participants achieve lower MAE and STD, whereas participants
with mild respiratory conditions exhibit slightly higher errors, which may be due to subtle irregularities in their
breathing patterns affecting signal consistency. Despite this slight increase, the errors remain well within the
acceptable range for respiratory monitoring. These results confirm that the proposed system is also robust to mild
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respiratory abnormalities. These results suggest that the proposed method is generally robust to demographic
variations, demonstrating strong generalization across different ages, body types, and health conditions.

6.4 Robustness Study

6.4.1 Impact of Sensing Distance. Sensing distance is a critical factor for the practical deployment of contactless
respiratory sensing systems. To evaluate the robustness of our system with respect to distance variations, we
conduct experiments at different distances by adjusting the distance between the radar and the target from 0.5 m
to 1.5 m with a fixed orientation 0°. During each trial, subjects are instructed to remain seated at the designated
position and to maintain a natural breathing state. As shown in Fig. 12, the proposed system demonstrates stable
respiratory sensing performance across all evaluated distances. Although a slight performance degradation is
observed as the sensing distance increases, both the MAE and STD remain within acceptable ranges across all
distance settings. These results indicate that, despite the gradual attenuation of signal strength with increasing
distance, our system is able to reliably capture rhythm-relevant semantics from the signals.

6.4.2 Impact of Respiratory States. As respiratory characteristics may vary substantially across different breathing
states, it is essential to evaluate the robustness of the proposed system under diverse respiratory states. To this
end, we ask subjects to perform three representative patterns: deep respiration, natural respiration, and irregular
respiration. These patterns are deliberately selected to represent a broad spectrum of respiratory conditions that
may occur in real-world scenarios. Specifically, to control other factors, the sensing distance and orientation
are fixed at 0.5m and 0° to ensure a high signal-to-noise ratio and stable measurements. As shown in Fig. 13,
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the proposed system maintains stable respiratory sensing performance across various respiratory patterns. This
robustness can be attributed to the model’s ability to focus on respiration-related frequency semantics, enabling
reliable respiratory monitoring under diverse and unconstrained breathing behaviors.

6.4.3 Impact of Body Postures. To assess the impact of body postures, we select three representative postures:
standing, sitting (default), and lying supine. The sensing distance and orientation are fixed at 0.5m and 0°,
respectively. As shown in Fig. 14a, the standing posture results in a slight decline in sensing performance, with
MAE and STD increasing to 1.13 bpm and 0.32 bpm. We attribute this to subtle involuntary body movements
when subjects are standing, which can introduce artifacts that partially affect the respiratory signal. However,
even in the standing posture, the system is able to provide acceptable results, indicating that it retains practical
utility in less ideal scenarios.

6.4.4 Impact of Orientation Angles. To investigate the impact of orientation angle, we conduct comparative
experiments at different orientation angles. Considering that the radar’s beam pattern and the chest’s radar
cross-section maintain reasonable sensitivity within a moderate angular range, and that extreme orientations (e.g.,
90°) are uncommon in typical monitoring scenarios, we select a practical set of orientation angles for evaluation:
0° (default), 15°, 30°, and 45°. As shown in Fig. 14b, MAE and STD increase only slightly as the orientation angle
increases, with the worst case at 45° (MAE = 1.15 bpm, STD = 0.33 bpm), corresponding to a gradual decline in
sensing performance. This decrease is likely because the effective reflective area of the chest decreases at larger
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angles, reducing the signal-to-noise ratio. Nevertheless, the system maintains reliable sensing performance even
at the largest tested angle, demonstrating its robustness to moderate orientation variations.

6.4.5 Impact of Environmental Conditions. To evaluate the environmental adaptability and robustness of the
proposed system, we perform experiments in three different scenarios: a quiet home environment, a conference
room, and a laboratory. As shown in Fig. 14c, the system maintains stable respiratory sensing performance across
all three environments, with MAE values of 1.08 bpm, 1.10 bpm, and 1.08 bpm, and STD values of 0.31 bpm, 0.33
bpm, and 0.31 bpm, respectively, indicating that the system experiences no noticeable performance degradation
when the environment changes. Therefore, the proposed system exhibits stable performance across different
environments.

6.4.6 Impact of Perturbation Strength. To investigate the impact of perturbation strength, we evaluate the
proposed method under different levels by jointly scaling y,, y1, y2 while keeping all other settings unchanged.
Five scaling factors are considered: a € {0, 0.5, 1, 1.5, 2}. As shown in Fig. 15, with the increase of scaling factor, the
respiratory sensing performance gradually degrades. This is because stronger mixing introduces greater semantic
distortion, which may overwhelm sensing-related information and degrade respiratory sensing performance.
Within the evaluated moderate perturbation range, the method maintains a low estimation error while reducing
identity recognition accuracy.

6.4.7 Impact of Sample Duration. To investigate the impact of sample duration, we conduct experiments with
window lengths of 10 s, 15 s, 20 s, 25 s, and 30 s. As shown in Fig. 16, both MAE and STD consistently decrease as
the sample duration increases, indicating that longer data sequences enable the proposed system to extract more
stable and representative respiratory rhythm features. However, when the duration exceeds 20 s, the performance
gains become negligible. Therefore, a monitoring duration of approximately 20 s provides a well-balanced trade-off
among sensing performance, system efficiency, and user experience.

6.4.8 Impact of Layers of WPD. The number of WPD layers L determines the granularity of frequency partitioning
and the quality of semantic separation. To investigate the impact of decomposition depth, we conduct experiments
by varying L from 3 to 6. As shown in Fig. 17, insufficient decomposition (L = 3) causes coarse subbands and
incomplete separation, increasing MAE and STD, indicating degraded sensing performance. Moderate depths
(L = 4,5) significantly improve both metrics by enabling effective semantic regrouping. Over-decomposition
(L = 6) slightly degrades performance due to fragmented semantics and noise sensitivity. Therefore, we adopt
L =5 as the default decomposition depth.
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Table 6. Perturbation parameter analysis.

MAE (b IRAC (%
Parameter Value (bpm) STD (bpm) (%)
(95% CI) (95% CI)
0 0.90 (0.76, 1.04) 0.30 82.08 (79.91, 84.23)
Yp 0.35 (ours) 1.08 (0.94, 1.22) 0.31 28.47 (26.78, 30.05)
0.7 1.91 (1.70, 2.12) 0.35 24.71 (23.08, 26.35)
0.35 1.08 (0.94, 1.22) 0.31 29.72 (27.87, 31.75)
" 0.7 (ours) 1.08 (0.94, 1.22) 0.31 28.47 (26.78, 30.05)
1.0 1.14 (0.95, 1.33) 0.35 28.41 (26.69, 30.23)
0.35 1.08 (0.94, 1.22) 0.31 29.85 (27.99, 31.90)
Y2 0.7 (ours) 1.08 (0.94, 1.22) 0.31 28.47 (26.78, 30.05)
1.0 1.12 (0.97, 1.34) 0.34 28.38 (26.13, 29.97)

6.5 Perturbation Parameter Analysis

To further evaluate the performance of the proposed model under different perturbation parameter settings, we
conduct a sensitivity analysis on the three key semantic weighting parameters: y,, y; and ys. In this experiment,
we vary one parameter at a time while keeping the others fixed at their default values to isolate and measure its
individual impact on model performance.

Table. 6 summarizes the performance variations under different parameter configurations. Increasing y,
strengthens the perturbation applied to the pattern component, thereby achieving better privacy protection.
However, this inevitably degrades sensing performance because the pattern component carries fine-grained
waveform details that are helpful for accurate respiratory rate estimation. Moderately increasing y; and y, can
improve privacy protection without noticeably affecting sensing performance, as the low-frequency drift and
high-frequency residual components contain limited respiratory information. Nevertheless, excessively strong
perturbation on these components introduces additional noise that may overwhelm useful information, which
unavoidably harms sensing performance. Therefore, the default configuration (y, = 0.35, y; = 0.7, y, = 0.7)
strikes a practical balance between privacy protection and sensing utility.

6.6 Ablation Study

The P2CRM consists of three key components: WSD, KCSM, and CRKT. Starting from raw radar signals, the WSD
module performs structured semantic decoupling through two successive stages, namely WPD-based Semantic
Band Decoupling and Regrouping and Intra-band Respiratory Semantic Decoupling. The former conducts multi-
resolution decomposition and semantic regrouping to isolate respiration-dominant components from interference,
while the latter further disentangles respiratory rhythm and pattern within the respiration-dominant band.
Building upon the structured semantic representation produced by WSD, the KCSM module operates directly in
the semantic space to selectively conceal identity-sensitive information while explicitly preserving respiration
rhythm semantics that are critical for reliable respiratory sensing. Finally, the CRKT adopts a teacher-student
learning paradigm to transfer respiration-dominant knowledge learned from semantically rich pre-perturbation
radar representations to their perturbed counterparts, thereby improving the robustness of respiratory sensing
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Table 7. Ablation study. The symbol “/” indicates that under this configuration, we focus solely on respiratory sensing
performance and do not evaluate identity recognition capability.

MAE (b IRAC (%
Method (bpm) STD (bpm) (%)
(95% CI) (95% CI)
W/O Intra-band Decoupling (C1) 0.90 (0.76, 1.04) 0.30 81.95 (79.85, 84.15)
W/O WSD (C2) Disabled Disabled 8.21 (5.40, 10.87)
W/O KCSM (C3) 0.90 (0.76, 1.04) 0.30 83.38 (81.98, 84.76)
W/O CRKT (C4) 3.07 (2.70, 3.45) 0.71 /
W/O Frequency-Gated Additive Shortcut (C5)  2.12 (1.78, 2.47) 0.64 /
W/O Pattern (Direct Removal) (C6) 1.98 (1.80, 2.18) 0.36 22.10 (20.55, 23.67)
Ours 1.08 (0.94, 1.22) 0.31 28.47 (26.78, 30.05)
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Fig. 18. Visualization of P2CRM ablation experiment.

under identity-preserving constraints. To validate the effectiveness of the proposed modules in the overall
architecture, we conduct a systematic ablation study, as shown in Tab. 7.

o W/O Intra-band Decoupling;: It refers to removing the intra-band respiratory semantic decoupling within
the respiration-dominant frequency band, treating the entire respiratory component as a single semantic
unit. Consequently, the subsequent perturbation is applied only to the respiration-irrelevant components.

o W/O WSD: It refers to removing the entire semantic decoupling module. Consequently, the subsequent
perturbation is directly applied to the full signal without semantic awareness.

o W/O KCSM: It refers to removing the key-controlled semantic mixing module and directly releasing the
decoupled semantic components without applying any identity-preserving perturbation.

e W/O CRKT: It refers to removing the teacher-student knowledge transfer scheme and training the student
model solely on perturbed representations.

o W/O Frequency-Gated Additive Shortcut: It refers to removing the frequency-gated additive shortcuts in
the backbone, thereby disabling frequency-aware feature modulation during multi-scale feature aggregation.

e W/O Pattern (Direct Removal): It refers to directly removing the pattern component U, (t) without any
mixing, retaining only the rhythm component and residuals.

Proc. ACM Meas. Anal. Comput. Syst., Vol. 37, No. 4, Article 111. Publication date: August 2026.



Hiding ldentity, Preserving Respiration: Semantic-Decoupled Privacy Protection for mmWave Radar Sensing « 111:23

Fig. 18 provides the visualized comparison of the ablation study (C2 loses respiratory sensing capability and is
therefore excluded from the visualization). Specifically, when the intra-band respiratory semantic decoupling
module is removed, the respiration-dominant component is no longer further disentangled and perturbed.
Therefore, the respiratory sensing performance is almost unaffected. However, since perturbation is still applied
to the remaining non-respiratory components, which may contain residual identity-related cues, the identity
recognition accuracy exhibits a slight reduction. When the WSD module is removed, perturbation is directly
applied to the raw radar signals. Although the IRAC is substantially reduced, the respiratory sensing performance
is severely compromised. Furthermore, removing the KCSM module disables semantic-level identity protection,
allowing identity-related information to remain exposed and resulting in severe identity leakage. Without the
CRKT scheme, the student model is trained solely on perturbed representations without guidance from the
teacher network. This severely limits its ability to extract respiratory rhythm from perturbed inputs, leading to
degraded sensing performance. In addition, disabling the frequency-gated additive shortcut weakens the model’s
capability to selectively emphasize rhythm-relevant components during feature propagation, thereby leading to
inferior respiratory sensing performance. Finally, to evaluate the privacy—utility benefit of controlled mixing, we
compare directly removing the pattern component with our system. When the pattern component is directly
removed, identity recognition accuracy drops further, but respiratory sensing accuracy also suffers due to the
loss of fine-grained waveform details that are beneficial for accurate respiratory sensing. Paired bootstrap tests
confirm that our system achieves significantly lower MAE than Direct Removal, whereas Direct Removal achieves
significantly lower IRAC than our system (p < 0.01 for both comparisons). In contrast, our system retains these
fine-grained details via controlled mixing, providing a different trade-off between sensing accuracy and identity
leakage. Consequently, these components jointly support the reported privacy-utility trade-off.

7 Related Work
7.1 Respiratory Monitoring Methods

Long-term and continuous respiratory monitoring is critical for the early diagnosis and effective health manage-
ment of chronic respiratory diseases [57]. Traditional respiratory monitoring methods typically rely on direct
contact between sensors and patients, determining respiratory status by measuring physical parameters, e.g.,
chest and abdominal movements [40], breath sounds, and airflow [8] generated during respiration. However, due
to their complex operational procedures and the considerable discomfort caused by prolonged sensor attachment,
these methods are unsuitable for continuous daily health monitoring. The emergence of portable devices, e.g.,
smart watches [9], has extended respiratory monitoring from clinical settings to daily life, enabling continuous
tracking of key respiratory parameters, like breathing rate [57]. Nevertheless, since these devices require direct
skin contact, their measurements are susceptible to variations in wearing position, tightness, and users’ daily
activities, leading to low long-term compliance.

Owing to its non-invasive and contact-free characteristics, non-contact respiratory sensing has attracted
considerable attention in recent years. Existing research mainly focuses on camera-based monitoring methods
[38, 42, 56] and wireless sensing-based monitoring methods, e.g., Wi-Fi-based sensing [18, 41, 51] and mmWave
radar-based sensing [2, 17, 25, 53, 54]. Camera-based methods typically rely on cameras to capture subtle chest and
abdominal movements for respiratory sensing [11, 58, 62]. Although they can achieve relatively high monitoring
accuracy, they inevitably rely on favorable lighting conditions, which limits their robustness in real-world
environments. In contrast, wireless sensing-based methods perceive respiration by analyzing changes in signal
reflections or scattering induced by respiratory motions, making them inherently robust to illumination conditions
[48]. Specifically, mmWave radar has emerged as a research hotspot in wireless sensing for respiratory monitoring
due to its contactless, user-friendly, high sensitivity to micro-motions, and strong signal penetration capability.
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7.2 MmWave radar-based Respiratory Sensing Security

Although mmWave radar enables high-accuracy respiratory sensing, the captured signals inevitably encode
identity-sensitive information [26, 30, 36, 52, 59, 61]. This is because respiratory-induced chest motions and
micro-Doppler patterns exhibit subject-specific characteristics related to physiological traits, body posture,
and habitual breathing behaviors, which can be learned by data-driven models. Consequently, mmWave-based
respiratory sensing may unintentionally reveal personal identity [10, 30, 52] or biometric attributes, raising
significant privacy risks in real-world deployments [32].

To address privacy leakage concerns, several studies employed physical-layer attacks, utilizing specific devices
to interfere with or manipulate the location information of the target [31]. For example, mmFilter [29] protected
the privacy of individual users through targeted dimensional perturbations, while MuFilter [31] extended
this approach to multi-user scenarios, enabling broader privacy protection by enabling subspace-level privacy
protection policies on demand. However, while these methods provided privacy protection, they often introduced
uncontrollable interference to critical sensing features, which inevitably impaired perception tasks and limited
their practical applicability in scenarios including medical monitoring and smart home environments [63].

8 Discussion and Future Work

8.1 Usage Scenario

Our system assumes that the subject sits in front of the radar to sense chest micro-movements induced by
respiration. Existing contact-based solutions including respiratory belts or wearable sensors often require tight
attachment to the body or prolonged skin contact, which may introduce discomfort and are unsuitable for subjects
with sensitive skin [19]. As the first step toward identity-preserving contactless respiratory sensing, P2?CRM
operates on short-duration signal segments, making it suitable for daily scenarios. While the robustness study
demonstrates stable respiratory sensing performance across various sensing distances, respiratory states, body
postures, body types, orientation angles, environments, and sample durations, extending the system to more
challenging conditions, such as strong motion interference, multi-person scenarios, older adults above 80 years,
and individuals with severe respiratory diseases, remains an important direction for future work.

8.2 User Experience Study

P2CRM aims to eliminate the burden of contact-based sensing through mmWave signals for identity-preserving
respiratory monitoring. Extensive experiments have demonstrated its effectiveness and practicality. We would
like to discuss user experience from the experiments. First, the proposed approach requires the subject to remain
relatively still during sensing to ensure reliable extraction of respiration-related micro-motions. In future work,
lightweight motion detection or activity recognition modules can be incorporated to automatically assess motion
conditions and guide users during the sensing process, thereby improving system robustness and user interaction.
Second, there still exists space to further optimize the system for deployment on extremely resource-constrained
edge devices. The current system achieves a total latency of under one second per 20-second window, including
preprocessing, semantic decoupling, key-controlled mixing, and student-model inference. In addition, the deployed
student model requires approximately 65 MB to store its weights under 32-bit floating-point representation
(FP32). This moderate model-weight footprint, together with the low processing latency, supports real-time
operation in typical monitoring scenarios. In the future, we can further optimize and simplify the pipeline to
achieve even lower latency and more responsive feedback on extremely resource-constrained devices. In addition,
the form factor of the radar can be optimized. Despite the flexibility offered by the radar platforms used in this
work (TI AWR 1843BOOST and DCA1000EVM), some users perceive such devices as uncommon in household
environments and potentially distracting during daily activities such as watching TV [19]. We envision that
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future work will explore more compact radar modules or investigate the feasibility of embedding the sensing
hardware into everyday objects in a more natural and unobtrusive manner.

8.3 Generalizability and Transferability

Although this work focuses on identity-preserving respiratory monitoring using mmWave radar, the proposed
framework is not limited to a specific sensing task or hardware configuration. By adjusting sensing parameters,
the approach can be readily adapted to other sensing devices without requiring fundamental modifications to the
model architecture. Moreover, the system is transferable to a broader range of wireless sensing applications beyond
respiratory monitoring. Tasks that rely on fine-grained physiological or motion-induced micro-movements, such
as sleep stage analysis, respiratory abnormality detection, and other contactless health monitoring scenarios,
can directly benefit from the proposed sensing paradigm. The selected WPD depth L = 5 controls frequency
resolution rather than scaling directly with thoracic volume, and it should be revalidated for populations with
substantially different or highly irregular respiratory profiles.

8.4 Scope of Preserved Respiratory Semantics

Although the proposed framework preserves the rhythm semantics required for accurate respiratory-rate estima-
tion, the current evaluation focuses primarily on respiratory-rate estimation rather than advanced respiratory
pattern recognition. Clinically meaningful respiratory pattern information, such as waveform morphology,
inhalation/exhalation asymmetry, and other high-level respiratory patterns, may be important for diagnostic
applications. However, these pattern-related semantics may also carry identity-sensitive information. Therefore,
the publicly released perturbed signals are designed and evaluated mainly for privacy-preserving respiratory rate
estimation. Their ability to support advanced pattern recognition remains an important direction for future work.
Additionally, we assume that a discernible dominant respiratory frequency exists within each analysis window.
Moderate frequency variations can be accommodated by the tolerance parameter §. However, for transient or
strongly non-periodic breathing with no stable dominant frequency, the estimated ﬁ, and the resulting rhythm-
pattern separation may become unreliable, thereby degrading respiratory-rate estimation. Handling such profiles
through adaptive time-frequency analysis remains an important direction for future work.

9 Conclusion

This paper presents an identity-preserving contactless respiratory sensing system using mmWave radar, aiming to
enable trusted, high-accuracy, and secure health sensing. The proposed system consists of three key components.
First, the WSD module transforms demodulated phase signals into a structured semantic representation by
isolating respiration-dominant components and further separating respiration rhythm and pattern information.
Second, the KCSM selectively suppresses rhythm-irrelevant semantics through key-controlled perturbations
in the semantic token space, while preserving respiratory rhythm information critical for accurate respiratory
sensing. Finally, the CRKT scheme adopts a teacher—student paradigm to transfer respiration-relevant knowledge
from semantically rich signals to perturbed representations, enabling robust respiratory sensing under identity-
preserving constraints. Extensive experimental evaluations demonstrate that the proposed system achieves
accurate and robust respiratory sensing while significantly reducing identity leakage, consistently outperforming
existing baseline methods under diverse sensing conditions. These results indicate that the proposed approach
holds strong potential for enabling trustworthy and privacy-preserving contactless respiratory monitoring in
daily health sensing scenarios, such as long-term and sleep-related respiratory assessment.
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