Hidden WiFi Camera Localization via Signal
Propagation Path Analysis

Xiang Zhang'*, Zehua Ma'*, Jingyang Huang®™, Huan Yan*, Meng Li®, Zhi Liu¥,

and Bin Liu '™

TUniversity of Science and Technology of China, China, *Hefei University of Technology, China, *Guizhou
Normal University, China, ¥The University of Electro-Communications, Japan,*: Corresponding authors.

ABSTRACT

Hidden WiFi cameras pose significant privacy threats, ne-
cessitating effective localization methods. In this work, we
introduce CAMLOPA, a system designed for the detection
and localization of WiFi cameras. CAMLOPA achieves this
in just 45 seconds of user walking. It begins by analyzing
the causal relationship between WiFi traffic and user move-
ment to identify the presence of a snooping camera. Upon
detection, CAMLOPA utilizes a novel azimuth location model
based on WiFi signal propagation path analysis to localize
the hidden camera. Comprehensive evaluations demonstrate
that CAMLOPA can accurately and swiftly detect and localize
snooping WiFi cameras with minimal constraints.
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1 INTRODUCTION

In recent years, the widespread adoption of WiFi cameras
for home and public security has surged, owing to their
convenience and flexible deployment. However, this rapid
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proliferation has also heightened privacy concerns regarding
unauthorized video recording and dissemination. Increas-
ingly, users are illegally recorded by hidden cameras in var-
ious locations, from hotel rooms to short-term rentals [3].
This underscores the urgent need for effective methods to
detect and localize hidden WiFi cameras [2, 4, 5].
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Figure 1: Path losses when crossing the FFZ.

In this paper, we introduce CAMLOPA, a fast and robust
WiFi camera detection and localization framework using low-
cost commercial-off-the-shelf (COTS) devices. Our frame-
work is inspired by the relationship between obstructions in
the propagation path of WiFi signals and the resulting signal
attenuation. Specifically, when a large obstacle is located
within the First Fresnel Zone (FFZ) between a WiFi trans-
mitter and receiver, the transmitted signal will experience
significant attenuation due to diffraction [6-8]. As illustrated
in Figure 1, when a person crosses the FFZ, there is a drastic
change in the WiFi signal path loss (can be represented by
Channel State Information(CSI)), and the duration of this
significant variation is related to the length of the path tra-
versed through the FFZ. Since the FFZ forms an ellipse with
the two devices as its foci, given a fixed distance between
the two devices and the know user’s body size, the length of
the path through the FFZ can be mapped to the angle of the
walk relative to the LOS path (azimuth). CAMLOPA utilizes
this relationship to develop a azimuth localization model and
achieve azimuth estimation of the snooping WiFi camera.

However, there are two significant challenges: 1) Un-
known User Speed and 2) Unknown Distance Between
Devices and User Body Size. We can only determine the
time of significant attenuation from the CSI. Consequently,
the first challenge prevents us from obtaining the path length,
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Figure 2: The Overview and Prototype of CaAmMLOPA.

making it impossible to establish a relationship between path
length and azimuth. The latter challenge implies that distance
and body size must be predefined, introducing considerable
errors into the established mapping. To address these chal-
lenges, we propose a scheme called the orthogonal ratio.
This approach replaces the need to measure the distance
of a single path through the FFZ with the time ratio of two
orthogonal paths crossing the FFZ to establish a mapping rela-
tionship with the azimuth angle. We implement a prototype
of CaMLOPA on a Raspberry Pi 4B device.

2 SYSTEM DESIGN

The overall structure of CAMLOPA is shown in Figure 2(a)
and operates in two phases:

Hidden WiFi Camera Detection. CAMLOPA first scans
the surrounding WiFi networks and captures packets on all
active 802.11 WiFi channels to identify suspicious devices
that continuously upload data. The snooping camera detec-
tion module then prompts the user to leave the room and
sniffs packets from the identified channel for 15 seconds. If
the traffic pattern matches the user’s departure phase, the
module reports the presence of a snooping camera.
Hidden WiFi Camera Localization. Once a snooping cam-
era is detected, CAMLOPA prompts the user to walk along
two orthogonal paths intersecting the CAMLOPA device. The
device sniffs the WiFi packets transmitted from the camera
over 10 seconds for each path, extracting CSI to calculate the
orthogonal ratio and determine the azimuth angle using the
proposed azimuth localization model. After calculating the
azimuth angle, CAMLOPA prompts the user to walk along a
path coinciding with the first path but starting in front of the
CaMLOPA device, collecting 10 seconds of CSI. Finally, using
the quadrant determination model, CAMLOPA estimates the
quadrant in which the target device is located to obtain the
final azimuth angle of the hidden WiFi camera.

3 DEMONSTRATION

The prototype of CAMLOPA is shown in Figure 2(b). The Pi4
utilizes its built-in wireless NIC with the nexmon tool [1] to
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Figure 3: The Demo of CaAMLOPA.

modify the kernel for CSI extraction. We set up an external
network card (NIC1) with monitoring capabilities to sniff
802.11 packets, while NIC2 is a standard wireless network
card used for communication. The demo of CAMLOPA is
shown in Figure 3. The user’s smartphone receives prompts
and localization results from CAMLOPA via SSH tools. The
top left shows the real environment (a bedroom), while the
bottom left provides a schematic diagram and phase descrip-
tions. The right side displays the user’s smartphone interface.
During the detection phase, CAMLOPA prompts the user to
leave the room and check for the presence of any snooping
cameras. In the localization phase, CAMLOPA guides the user
through three walking sequences via command line prompts
to locate the camera. The final localization results are dis-
played on the user’s mobile screen via SSH. The demo is avail-
able at https://youtu.be/GKam04FzeM4. We also evaluated
the performance of CAMLOPA on seven different wireless
cameras across three environments. Specifically, the environ-
ments included a spacious living room, a moderately open
bedroom, and a crowded bedroom. The cameras had trans-
mission rates ranging from 35 to 130 packets per second and
were deployed at 4 to 6 different locations within each room.
The evaluation resulted in a 95.37% detection accuracy and
an average localization error of 17.46°.
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